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Abstract

This study evaluates leadership uniformity—the degree to which the proposer role is evenly
distributed among validator nodes over time—in Quorum-based Byzantine Fault Toler-
ance (QBFT), a Byzantine Fault-Tolerant (BFT) consensus algorithm used in permissioned
blockchain networks. By introducing simulated follower timeouts derived from uniform,
normal, lognormal, and Weibull distributions, it models a range of network conditions and
latency patterns across nodes. This approach integrates Raft-inspired timeout mechanisms
into the QBFT framework, enabling a more detailed analysis of leader selection under
different network conditions. Three leader selection strategies are tested: Direct selection of
the node with the shortest timeout, and two quorum-based approaches selecting from the
top 20% and 30% of nodes with the shortest timeouts. Simulations were conducted over
200 rounds in a 10-node network. Results show that leader selection was most equitable
under the Weibull distribution with shape k = 0.5, which captures delay behavior observed
in real-world networks. In contrast, the uniform distribution did not consistently yield the
most balanced outcomes. The findings also highlight the effectiveness of quorum-based
selection: While choosing the node with the lowest timeout ensures responsiveness in each
round, it does not guarantee uniform leadership over time. In low-variability distributions,
certain nodes may be repeatedly selected by chance, as similar timeout values increase
the likelihood of the same nodes appearing among the fastest. Incorporating controlled
randomness through quorum-based voting improves rotation consistency and promotes
fairer leader distribution, especially under heavy-tailed latency conditions. However,
expanding the candidate pool beyond 30% (e.g., to 40% or 50%) introduced vote frag-
mentation, which complicated quorum formation in small networks and led to consensus
failure. Overall, the study demonstrates the potential of timeout-aware, quorum-based
leader selection as a more adaptive and equitable alternative to round-robin approaches,
and provides a foundation for developing more sophisticated QBFT variants tailored to
latency-sensitive networks.

Keywords: QBFT; consensus algorithms; permissioned systems; leadership uniformity;
blockchain optimization; distributed consensus

1. Introduction

Consensus algorithms are fundamental to blockchain and distributed systems, en-
abling agreement even in the presence of malicious nodes [1]. As the technology matures,
private and permissioned blockchain systems are seeing increased use in settings where
secure data sharing and efficient coordination are essential [2]. According to a 2023 ProveAl
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(formerly Casper Labs) survey, 87% of 603 business leaders in the UK, China, and the
United States indicated plans to invest in blockchain technology within a year. China
showed the strongest intent, with 55% of the respondents very likely to invest, followed by
the US (47%) and the UK (42%) [3]. Despite this growing interest, recent studies suggest
that actual adoption remains relatively limited, primarily due to a lack of blockchain-related
knowledge in combination with unclear technical standards [4]. A systematic review of
studies on blockchain adoption by AlShamsi et al. [5] found that organizational adop-
tion decisions are often influenced by factors such as lack of confidence in blockchain
reliability, difficulty integrating with existing systems, and high implementation costs. In
this respect, improving the performance of consensus algorithms becomes an important
technical consideration, as issues such as low throughput or high latency, reported in both
experimental and applied evaluations of BFT algorithms such as QBFT, PBFT, and Clique,
can significantly impact blockchain scalability and hinder enterprise adoption [6-8].

Building on this context, the present study examines the Quorum Byzantine Fault
Tolerance (QBFT) algorithm, a consensus mechanism used in permissioned systems, where
a limited number of trusted validators are responsible for maintaining the network through
a voting-based process [9,10]. This work focuses on the concept of “leadership uniformity”
introduced by [11], a metric that evaluates how evenly leadership roles are distributed
among nodes over time.

Since QBEFT typically uses a round-robin scheme for leader rotation, it does not account
for network conditions or performance variability between nodes. Inspired by techniques
found in other consensus algorithms such as Raft [12], this study introduces a timeout-based
leader selection mechanism within QBFT. To simulate network delays and computational
latencies, timeout values are sampled from four distributions: Uniform, normal, lognormal,
and Weibull. These values serve as the sole input to the leader selection logic, allowing for
controlled simulations of network behavior.

The research addresses two primary goals: The first is to assess the impact of different
timeout distributions on leadership uniformity, and the second is to evaluate the role of
quorum-based voting under these conditions. In order to examine both, three leader selec-
tion strategies were implemented: One that directly selected the node with the minimum
timeout, and two others that introduced quorum voting, where the leader was elected
from among the 20% or 30% of nodes with the shortest timeouts. The underlying rationale
is that electing leaders from these subsets helps reduce selection bias caused by extreme
latency values, promoting a more consistent distribution of leadership over time, while
also enabling a direct comparison between purely timeout-driven selection and scenarios
where rotation is influenced by QBFT’s quorum voting.

Experiments were conducted on a network of 10 nodes across 200 election rounds,
using the four timeout distributions mentioned above to simulate diverse network condi-
tions. The results indicate that uniform timeout assignment does not consistently lead to
fair leadership distribution. More specifically, the Weibull distribution with shape k = 0.5,
which was chosen for its moderate skewness [13] and its ability to reflect delay patterns
observed in real-world systems [14,15], achieved the best overall fairness and leader rota-
tion consistency. This suggests that leadership distribution benefits from timeout behavior
that more accurately reflects real-world network conditions. Furthermore, incorporating
quorum-based selection from the top 20% and 30% of nodes further improved the balance
of leadership across rounds. In this sense, consistently favoring the nodes with the shortest
timeouts may restrict leader rotation over time, while introducing limited randomness
helps mitigate this effect and improve fairness. These findings suggest that incorporating
timeout-aware strategies into QBFT can complement or enhance round-robin selection by
making leader election more adaptive to network conditions, highlighting how timeout-
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driven randomness may contribute to fairer leadership distribution in permissioned BFT
consensus and informing the design of future QBFT variants.

From a broader perspective, the present work relates to the field of distributed and de-
centralized computing by enhancing leader selection strategies in Byzantine Fault-Tolerant
(BFT) consensus. By modeling network latencies and evaluating adaptive quorum-based
mechanisms, it offers design insights for building more resilient and equitable consensus
protocols in latency-sensitive systems.

The main contributions of this paper are as follows:

¢ Propose and evaluate a simulated timeout-based leader selection approach for QBFT,
combining node timeouts with quorum-based voting to model network variability
and assess its impact on fairness.

* Simulate and compare four timeout distributions (uniform, normal, lognormal,
Weibull) to assess their impact on leadership uniformity.

*  Demonstrate through simulation that the Weibull distribution, when combined with
structured quorum-based voting, results in improved fairness and lower error rates
compared to other tested distributions.

*  Provide simulation-backed insights to inform the design of more adaptive, latency-
aware BFT consensus strategies for permissioned blockchain networks.

Section 2 of this paper provides a brief historical overview of the development of
BFT algorithms and examines the use of BFT-Proof of Authority (PoA) mechanisms in
private blockchain networks. Next, Section 3 provides a detailed overview of the simulation
framework, explaining the rationale behind timeout-based voting and the various testing
scenarios that were implemented. Section 4 presents the results of the study, which are
then interpreted and discussed in detail, along with limitations and directions for future
research in Section 5. Finally, Section 6 summarizes the key findings.

2. Background and Related Work

This section provides a brief overview of BFT algorithms, focusing on their evo-
lution from the Byzantine Generals Problem (BGP) to modern protocols, such as IBFT
2.0 and QBFT. It also highlights key characteristics of QBFT and summarizes recent
studies comparing its performance to other consensus algorithms in permissioned
blockchain networks.

2.1. A Brief History of BFT Algorithms

Originally introduced in 1982 by Lamport et al. [16], the BGP posed a fundamental
challenge in achieving distributed consensus in the presence of malicious actors. It describes
a scenario in which a group of generals want to coordinate an attack on an enemy city, but
among them are traitors who attempt to spread misinformation and disrupt coordination.
The authors proposed the concept of “Byzantine agreement”—a process where generals
exchange multiple rounds of messaging to detect and filter out false information. By
allowing a majority of honest participants to reach a reliable decision, the work established
a key framework for designing secure fault-tolerant distributed systems. Figure 1 below
provides a simple illustration of the BGP.

Perhaps the most important insight from the work of Lamport et al. [16] is that solving
the Byzantine Generals Problem in the presence of f faulty nodes requires at least 3f + 1
total participants. For instance, in order to tolerate a single malicious node, a system must
include at least four. This requirement laid the theoretical foundation for Byzantine Fault
Tolerance and remains central to all modern BFT algorithms. The BGP has since inspired
the development of numerous consensus mechanisms designed to tolerate Byzantine
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faults. Among the earliest were the Oral Messages and Signed Messages algorithms, both
introduced in the same work.

City
General 1 “Attack” General 2 “Retreat” General 3
Honest Good Traitor Honest
Misinformation
Message

Figure 1. Illustration of the Byzantine Generals Problem.

In 1999, Castro and Liskov [17] proposed “Practical Byzantine Fault Tolerance” (PBFT),
an improved BFT algorithm that significantly enhanced the scalability of earlier approaches.
In particular, it reduced message complexity from exponential O(2") to quadratic (O(n?))
and introduced a three-phase communication process (Pre_Prepare, Prepare, and Commit),
enabling consensus in larger networks while preserving liveness (i.e., the guarantee that
new blocks will continue to be added to the chain). These design choices made PBFT a
widely adopted reference point for modern BFT implementations.

As outlined by Zhong et al. [18], nodes in distributed systems can be categorized into
“Byzantine fault nodes” and “non-responsive nodes”. The former refers to malicious nodes
that actively try to disrupt consensus by sending misleading messages, whereas the latter
fail to respond. BFT protocols are specifically designed to mitigate Byzantine faults and
ensure that consensus remains achievable.

In this respect, a prominent family of BFT consensus protocols, known as quorum-
based BFT protocols, emerged. These protocols operate with a fixed set of validators who
take turns proposing and verifying blocks. Once a proposal is made, validators cast their
votes, and if a quorum is reached (typically 2f + 1), the block is committed. At this point,
a “quorum certificate” is generated, serving as proof that a supermajority agreed on the
proposal. This prevents forks and ensures only agreed-upon blocks are appended to the
main chain [19].

Hybrid Quorum (HQ), introduced by Cowling et al. [20], was the first implementation
that managed to successfully integrate BFT logic with quorum-based execution. Earlier
quorum systems such as “Query/Update” (Q/U) [21] required 5f + 1 participants to
tolerate f Byzantine faults due to their stricter quorum intersection requirements. HQ
reduced this to the theoretical minimum of 3f + 1 by introducing a more efficient two-phase
write protocol and using BFT-based coordination only when conflicts arise. In doing so, this
hybrid model laid the groundwork for future consensus algorithms that combine quorum
mechanisms with BFT techniques.

Subsequently, a major advancement was introduced in June 2017 with the development
of “Istanbul BFT” (IBFT) by AMIS Technology [22]. By the end of that year, IBFT had
been fully integrated into GoQuorum, an enterprise-focused Ethereum client originally
developed by ].P. Morgan and now maintained by ConsenSys [23,24]. IBFT is a leader-
based consensus protocol designed to ensure that all honest nodes can agree on a single
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version of the blockchain state. Operating in a partially synchronous network, IBFT
remains secure even under conditions of unpredictable message delays. It includes a
round-change mechanism to replace failed leaders, but its liveness cannot be guaranteed
under asynchronous network conditions, as a delayed or faulty leader may prevent the
protocol from making progress if the process is not initiated quickly enough [23].

To overcome these limitations, ConsenSys Quorum released IBFT 2.0 [24], a refined
version that guarantees immediate finality and enhances liveness through two key mecha-
nisms: A dynamic validator set that enables membership changes by majority vote, and a
more responsive leader replacement process that maintains consensus even under network
disruptions. Together, these enhancements help eliminate consensus stalls and allow the
protocol to maintain progress even in unstable conditions [24,25].

More recently, QBFT emerged as a consensus mechanism tailored to permissioned
blockchain networks, implemented in both GoQuorum and Hyperledger Besu. Besu is a
Java-based Ethereum client maintained by the Hyperledger Foundation and is also a widely
adopted option for permissioned blockchain applications. Both clients recommend QBFT, as
it improves upon IBFT 2.0 by further optimizing fault tolerance and resilience, addressing
the known limitations of its predecessor [9,10,23]. This improvement is primarily due
to a more responsive view-change mechanism, which refers to the process of replacing
the current leader. It enables the system to automatically advance to the next consensus
round when quorum is not reached. QBFT retains the round-robin leader model and
preserves IBFT’s features such as dynamic validator management and block finality. It also

preserves Byzantine fault tolerance, withstanding up to {%J faulty nodes in a network of

n validators, and maintains a message complexity of O(n2), which can limit the scalability
in larger networks [9,26].

Both QBFT and IBFT are implemented within a PoA framework, where a small group
of pre-selected, trusted validators are responsible for validating transactions and creating
blocks [10,25]. This hybrid model combines BFT’s fault tolerance with PoA’s efficiency
and trusted validator assumptions, making it particularly well suited for private and
permissioned blockchain networks.

2.2. Comparative Analysis of BFT Protocols in Permissioned Blockchain Networks

Various recent studies have evaluated QBFT’s performance, scalability, and security in
comparison to alternative consensus mechanisms. This subsection reviews key findings
from multiple papers and theses, highlighting the algorithm’s advantages and limitations
in practical implementations.

Fan et al. [6] evaluated the performance of BFT-PoA algorithms used in Hyperledger
Besu: QBFT, IBFT 2.0, and Clique (another PoA-based consensus mechanism [27]). More
specifically, they analyzed various metrics, including transaction send rate, network size,
load balancing, consensus time, and block time, identifying the latter two as the most signif-
icant factors influencing overall performance. They also found that QBFT outperformed the
alternatives in terms of scalability, maintaining stable performance with up to 14 validators.
However, they also noted key limitations of the algorithm, including transaction execution
overhead, state update inefficiencies, and message complexity. Regarding Clique, the
study showed that while shorter block times improved throughput, they also increased
fork rates, whereas longer block times caused delays in transaction processing. Further-
more, a larger block size increased throughput but introduced processing delays. The
study concluded that QBFT offers a strong balance between performance and consistency,
but further optimization is required to address computational overhead, particularly in
Besu’s implementation.
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Similarly, Gerrits et al. [7] examined BFT consensus protocols as implemented in
Hyperledger Sawtooth and Ethereum-based platforms used in private and consortium
blockchain settings. Their study evaluated network performance based on transaction
throughput, node participation, and message complexity while also considering the trade-
offs of the “CAP theorem” (Consistency, Availability—i.e., the ability to respond to requests
even during failures, and Partition Tolerance—i.e., the ability to function correctly despite
network communication failures). Their results identified inconsistencies in Clique, reveal-
ing that although the algorithm achieved high throughput and fast block production, it was
also unstable at times due to unresolved forks. This can be attributed to Clique’s round-
robin leader selection process, where validators take turns proposing blocks. In such cases,
network delays or inconsistencies in validator views can lead to simultaneous proposals,
resulting in forks. Since Clique lacks finality, these forks remain unresolved until chain
reorganization occurs, when nodes eventually agree on the longest chain. This delay in re-
solving forks reduces transaction reliability, as blocks may be temporarily accepted but later
discarded [27]. In contrast, QBFT was found to provide a balance between performance
and scalability, while PBFT prioritized consistency at the expense of lower throughput.
In general, the study identified key implementation challenges, such as message commu-
nication overhead and consensus complexity. Both IBFT 2.0 and QBFT exhibited higher
partition tolerance, but were characterized by lower availability, as they required 5 valida-
tor responses per consensus round. They demonstrated moderate efficiency but required
optimizations when it comes to hash computation. Finally, the highest communication
overhead was exhibited by Sawtooth PBFT due to its multi-phase consensus process.

Further supporting these observations, Lopes [28] evaluated QBFT and IBFT 1.0,
noting that both BFT protocols delivered similar performance across different metrics.
Although none of the GoQuorum consensus mechanisms scaled beyond 17 nodes in
private transactions, the study noted that QBFT mitigated IBFT’s known consensus stalls,
making it the preferred option between the two. The study concluded that QBFT is best
suited for networks that require BFT, whereas Raft is a better alternative for highly trusted
environments that prioritize performance.

Focusing beyond general scalability concerns, Catarino [8] compared QBFT and Clique
in the context of Peer-to-Peer (P2P) renewable energy trading using Hyperledger Besu and
Caliper. The study found that QBFT significantly outperformed Clique in both throughput
and latency due to its shorter block time (2 s) and efficient consensus process. In contrast,
Clique’s longer block time (15 s) led to higher latency and lower throughput. Furthermore,
QBFT demonstrated better scalability under high transaction loads, making it more suitable
for high-frequency applications. This study also emphasized the critical role of consensus
parameters, such as block time and request timeout, in optimizing network performance,
but noted limitations due to the simulated environment and suggested further real-world
testing to validate QBFT’s scalability advantages.

While QBFT offers stable performance and scalability for permissioned systems, se-
curity remains a critical consideration. Wong et al. [19] analyzed vulnerabilities in BFT
consensus protocol implementations, revealing the challenges associated with applying
theoretical models to real-world systems. By examining various BFT protocols, as well
as DAG-based (Directed Acyclic Graphs) algorithms, the study identified security risks,
including synchronization issues, cryptographic vulnerabilities and logical flaws. The
authors noted that many BFT protocols lack detailed specifications, which can contribute
to security problems. Overall, the study underscored the need for continuous testing, auto-
mated validator set updates, and comprehensive specifications to improve the resilience of
BFT-based consensus mechanisms. Although the authors did not specifically study QBFT
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or its variants, their analysis of different systems such as Narwhal and Paxos offers valuable
lessons for improving QBFT-like protocols.

From the studies analyzed above, QBFT emerges as a stable consensus mechanism for
private blockchain networks that provides a balance between performance and security. It
improves on IBFT by preventing consensus stalls while maintaining similar performance
levels. Furthermore, QBFT’s ability to effectively support up to 14 validators, alongside its
superior throughput and lower latency compared to Clique, makes it a suitable solution
for use cases involving high-frequency transactions. However, despite its advantages, its
quadratic message complexity poses scalability challenges for larger networks. Ultimately,
while QBFT ensures strong Byzantine fault tolerance, its computational overhead must
be carefully managed in order to maximize its effectiveness. With that said, QBFT has
been widely adopted in real-world permissioned blockchain applications, including secure
medical prescription management systems [29], P2P energy trading systems [8], and invoice
management systems [30]. As discussed earlier, it serves as a core consensus mechanism in
both GoQuorum and Hyperledger Besu [9,10]. Beyond traditional enterprise use, QBFT is
also being utilized in demanding environments. One example is the Digi4Eco project [31],
which integrates IoT and blockchain technology in order to create a digital twin for real-time
ecological monitoring in marine ecosystems [2].

As summarized across the studies in Table 1, QBFT stands out as a practical solution for
private blockchain networks, providing a high degree of performance and Byzantine fault
tolerance. However, its scalability challenges should be addressed in future optimizations
to ensure it remains a viable option for larger-scale deployments.

Table 1. Overview of comparative results for BFT protocols in the recent literature.

Study OBFT IBFT @ PBFT Clique
In Besu, QBFT maintains stable IBET 2.0 delivers Clique improves
performance with up to 14 moderate throughput but throughput with shorter
validators and shows slightly suffers from ine%ﬁfient block times but increases
better scalability than IBFT 2.0 state updates under high fork rates. Longer block
Fan et al. [6] and Clique. However, b & - times reduce forks but
. transaction volumes. Its .
computational overhead erformance declines as increase latency. Larger
remains a key challenge due to P block sizes enhance
e O the number of .
state update inefficiencies and . . throughput but introduce
. validators increases. .
message complexity. processing delays.
IBFT 2.0 remains stable PBFT prioritizes Clique achieves fast
under normal conditions  consistency and block production
QBFT offers a practical balance  but is vulnerable to provides through round-robin

Gerrits et al. [7]

between performance and
scalability but faces scalability
limits due to quadratic
message complexity and hash
computation overhead.

consensus stalls in
congested or unstable
networks. Its availability
is also impacted l;]y the
requirement for =
validator responses

per round.

deterministic finality,
but its multi-phase
process creates
significant
communication
overhead, resulting in
lower throughput.

leader selection but lacks
finality. Network delays
can lead to multiple
validators proposing
blocks simultaneously,
causing persistent forks
and reducing reliability.

Lopes [28]

QBFT mitigates IBFT’s
consensus stalls while
maintaining comparable
performance. It provides a
balanced trade-off between
security and efficiency but
requires further improvements
in response time under
high-latency conditions.

IBFT 1.0 performs
similarly to QBFT but is
still susceptible to
consensus stalls,
especially in network
environments with high
latency or instability.
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Table 1. Cont.

Study QBFT

IBFT 2 PBFT Clique

QBFT demonstrates high
throughput and low latency
under simulated high-load
scenarios. Its short block
period and optimized timeout
parameters improve
transaction finalization

and scalability.

Catarino [8]

Clique shows reduced
scalability due to longer
block times, which
increase latency and
reduce throughput.
Performance also varies
significantly with
different

transaction volumes.

2 All studies analyze IBFT 2.0, except [28], which examines IBFT 1.0.

3. Materials and Methods

This section outlines the approach used to analyze leader selection fairness in the
QBFT algorithm. The version implemented in this study is a simplified conceptual model,
focusing on key aspects of the algorithm, such as leader election, message handling, and
quorum validation for a more targeted analysis. It begins by detailing the QBFT protocol,
motivates the shift to timeout-based leader selection, and then presents the experimental
settings and evaluation metrics.

3.1. QBFT Algorithm Analysis

This subsection examines key aspects of the baseline QBFT implementation, including
its leader selection mechanism, quorum logic, and overall computational and communi-
cation complexity. The purpose is to evaluate the behavior of the baseline algorithm and
identify key limitations and opportunities to enhance performance and fairness.

/a7

The algorithm follows a three-phase commit protocol: “Pre_Prepare”, “Prepare”, and
“Commit”, in which each node exchanges messages and verifies that the leader’s proposal
is valid and that a sufficient number of nodes agree before proceeding to the next phase.
This results in a computational complexity of O(n) per node for each phase, where 1 is the
number of participating nodes. The consensus process is illustrated in Figure 2, depicting
the progression through these three phases.

Although QBFT is typically designed to use a round-robin leader selection pro-
cess [9,10], this study modifies the protocol to support a timeout-based leader selec-
tion model better suited for evaluating fairness under varying network conditions (see
Section 3.2).

As previously mentioned, quorum verification in QBFT ensures that at least two-thirds
of the participating nodes support a proposal before a block can be finalized. This threshold
is defined as %”, where 7 is the total number of nodes. To determine whether this condition
is met, each node iterates through the received messages and verifies their signatures,
introducing a linear computational cost (O(#n)) per phase.

However, scalability problems begin to arise primarily in the algorithm’s communi-
cation model, as in each phase, every node in the network transmits its message to all
others [6]. Since each node sends messages to n — 1 other nodes per phase, the number of
message exchanges grows quadratically as the size of the network increases, resulting in a
communication complexity of O(n?).

In summary, the per-node computational cost of QBFT is O(n) for message handling
and quorum checks, while the communication overhead is O(n?) due to full message
broadcasting in each phase. These properties make QBFT suitable for smaller networks,
but its efficiency decreases as the number of nodes grows. In particular, the quadratic
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message growth becomes a limiting factor in larger networks, as bandwidth and processing

demands increase rapidly with node count.

Leader Node

— |

Validator 1
Prepare

Validator 2
Prepare  ____.f-—-"

Validator 3
Bad Prepare

Quorum (2n/3+1) reached in prepare phase

|

Validator 1
Commit

Validator 2

Commit  ____.k---

Validator 3
Bad Commit

Quorum (2n/3+1) reached in commit phase

Finalized Block

Figure 2. Illustration of the QBFT consensus process.

proving performance and scalability:

1.

1. Pre-Prepare Phase
(Proposal by Leader)

2. Prepare Phase
(Vote by Validators)

3. Commit Phase
(Final Agreement)

Based on this analysis, the following aspects of QBFT present opportunities for im-

Optimized Communication: Reducing all-to-all broadcasting through message aggre-
gation or grouping (i.e., sending messages to selected subsets of nodes) could help

lower communication overhead.
Adjustable Quorum Size: Dynamically adjusting the quorum threshold based on
network conditions could improve scalability while maintaining fault tolerance.

Improved Leader Selection: Preventing the repeated selection of the same nodes as

leaders could lead to a fairer distribution of leadership over time.

Although communication and quorum improvements are important, this paper fo-

cuses specifically on refining leader selection to improve fairness via leadership uniformity.
To this end, the QBFT implementation is extended to investigate whether leadership can be
distributed more evenly over time by replacing the standard deterministic leader rotation
with an adaptive, timeout-driven approach. More specifically, the study evaluates how

effectively the proposed leader selection mechanism promotes balanced leadership across

the consensus process by measuring deviations from an ideal leader distribution.

3.2. Integrating Timeout Leader Selection with QBFT Quorum Voting

This subsection outlines the simulation design, including how timeout values were
generated, how leader selection was performed, and how fairness was evaluated.



Big Data Cogn. Comput. 2025, 9, 196

10 of 25

This paper builds on the methodology proposed by losif et al. [11], who investigated
leadership uniformity in the Raft consensus algorithm. According to the authors, leader-
ship uniformity refers to the fair and balanced distribution of leadership roles among all
participating nodes over time. Their approach is adapted in this study to evaluate leader
selection fairness in the context of QBFT.

As noted in Section 2, traditional QBFT relies on a round-robin process for leader
selection, which ensures that validators assume leadership roles in an ordered manner.
While this approach guarantees equal participation, it does not account for variations
in network conditions or computational capacity across nodes. Accordingly, this study
introduces a timeout-based leader selection approach, where t; represents the maximum
time a node is willing to wait before timing out and initiating a leader election. Instead
of rotating leadership sequentially, nodes with shorter follower timeouts f¢, reflecting
faster network responsiveness, have a higher chance of being selected as leaders, thereby
allowing the system to adjust to real-time network conditions. This approach is evaluated
using three selection strategies: Minimum-timeout and randomized voting among the 20%
and 30% of nodes with the shortest timeouts.

To evaluate the effects of timeout-based leader selection, each node is assigned a
random timeout value ¢; drawn from one of four probability distributions: Uniform,
normal, lognormal, and Weibull. These distributions are chosen to simulate a range of
network conditions, from stable environments with consistent latencies to highly variable
systems characterized by sporadic delays. This design follows prior work by losif et al. [11],
who used similar distributions to study timing behavior in distributed consensus. The
normal distribution serves as a general baseline, while the lognormal distribution captures
empirically observed latency patterns in distributed systems.

This methodology incorporates the Weibull distribution as an alternative model for
follower timeouts due to its flexibility in modeling real-world delay characteristics. A
key parameter influencing Weibull’s behavior is k, which controls skewness. As shown
by Versluis and Straetmans [13], the distribution becomes increasingly right-skewed as k
decreases below 1, with skewness gradually diminishing as k approaches 1. Lower values,
such as k = 0.3, correspond to highly unstable networks with frequent small delays and
rare latency spikes. In contrast, values closer to 1 (but still kK < 1) tend to result in more
consistent response times. In the context of this study, decreasing k leads to heavier tails and
greater variability, which can result in premature leader election behavior. When applied
to follower timeouts, this may compromise fairness, either by triggering elections too early
or introducing rare but extreme delays, both of which can lead to irregular or biased leader
selection across rounds. Meanwhile, higher values of k may underrepresent early trigger
behaviors observed in practice.

The midrange values of k closely resemble delay patterns reported in IP-based sys-
tems, where short latencies are common but are occasionally interrupted by significant
spikes [14,15]. For instance, Papagiannaki et al. [14] observed that single-hop queueing
delays could be approximated using a Weibull distribution with shape parameters ranging
from 0.6 to 0.82. Although these previous studies focus on network-level behavior, the
variability in queueing delays they describe is also relevant to permissioned distributed
systems, where consensus performance is sensitive to latency fluctuations and timeout
mechanisms rely on timely message delivery. Furthermore, since the Weibull distribution
with k < 1 and the lognormal distribution are heavy-tailed and allow for occasional ex-
treme delays, they are commonly used in areas such as risk theory and queuing theory to
model rare but impactful events, such as large losses or extended waiting times [32,33].
Consequently, these distributions provide a useful way to simulate less predictable network
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conditions, where infrequent but high-latency timeout values may influence which nodes
are selected as leaders.

Based on the above, the present study adopts a fixed value of k = 0.5, which falls within
this empirically grounded range and represents a moderately skewed configuration. This
value captures early-timeout behavior typical of real-world network delays while avoiding
extreme variance. While other k values are discussed above to illustrate the Weibull
distribution’s flexibility, all simulations in this study use k = 0.5 to ensure consistency and
practical relevance.

The shape parameter’s behavior is summarized in Table 2 and illustrated in Figure 3,
which plots Weibull probability density functions for various shape parameters on a
logarithmic timeout scale, normalized to a mean of 50 ms. The curves demonstrate how
changes in k affect the skewness and concentration of the distribution, particularly in the
low-timeout region. The x-axis spans timeouts from 0.01 to 150 ms on a logarithmic scale
to highlight differences in the early and long-tail behavior of each distribution.

Table 2. Effect of the Weibull shape parameter k on network behavior when k < 1.

Range of k Skewness Latency Characteristics

0<k<04 Very high Highly unstable networks with extreme delays
04 <k <07  Moderate Midrange networks with occasional latency spikes

0.7<k<1 Low More stable networks with consistent latencies

Shape parameter k
k=0.1
40 7 k=0.2
k=0.3
| — k=0.4
— k=0.5
z 30 A k=0.6
5 k=0.7
o k=0.8
-
£ k=0.9
a 20
2
e \
=%
10 1
0_

T T T T T T
1073 102 1071 100 10! 102
Timeout (ms)

Figure 3. Weibull PDFs for shape parameters k = 0.1-0.9 (mean timeout ¢ty = 50 ms) on a log-scale.
The k = 0.5 curve is highlighted.

In order to ensure that leader selection is not solely determined by timeout values,
the proposed approach incorporates a structured mechanism consisting of three selection
strategies, each evaluated for its impact on leadership uniformity:

1. Minimum Timeout Selection: The leader is chosen as the node with the lowest t fr
serving as a baseline. This case provides clear results on the effects of different
distributions, as it is purely timeout-based and not influenced by QBFT’s quorum
voting mechanism.
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2. Randomized Selection from 20% Shortest Timeouts: A candidate pool is formed from
the 20% of nodes with the lowest ¢/ values. Each node casts a vote for a randomly
selected candidate within this pool, with candidates voting for themselves. The
candidate receiving the most votes is elected leader. This approach ensures that the
process is influenced not only by timeout values, but also by QBFI’s quorum-based
voting mechanism.

3. Randomized Selection from 30% Shortest Timeouts: Similar to the previous case, a
candidate pool is formed from the 30% of nodes with the shortest timeouts. The
broader selection pool increases variability in voting outcomes, thus amplifying the
role of quorum approval and further reducing the dependence of leader selection on
exact timeout ranking.

The first method selects the leader deterministically, while the second and third incor-
porate quorum voting among candidates with the shortest timeouts. These thresholds were
chosen to balance variability and quorum formation efficiency, while avoiding excessive
vote fragmentation. Collectively, these three leader selection strategies offer a comparative
framework to evaluate how timeout-driven randomness and QBFT’s quorum mechanism
jointly affect leadership fairness and distribution. This deviation from the traditional round-
robin QBFT approach provides valuable insight into how timeout-based leader selection
and quorum-based validation interact in a permissioned blockchain setting. By integrat-
ing network delays and voting dynamics, the proposed method aims to achieve a more
adaptive and equitable consensus process. The primary objectives of this experiment are,
first, to investigate whether specific timeout distributions result in fairer leader selection,
and second, to assess how the quorum mechanism, along with the three proposed selection
strategies, influences the overall uniformity of leadership distribution.

Finally, although timeout values in this study are sampled from multiple distribu-
tions, the inclusion of the Weibull distribution is further supported by Extreme Value
Theory (EVT), which establishes that the minimum of a set of independent and identically
distributed random variables, when appropriately scaled, converges to a Weibull-type
distribution under suitable conditions [34]. This theoretical result is particularly rele-
vant to the first leader selection strategy, where the node with the minimum timeout is
deterministically chosen, providing a strong theoretical basis for modeling this behavior.

3.3. Experimental Settings

This subsection outlines the simulation parameters used to evaluate the fairness of
leader selection under varying network conditions. The goal is to understand how differ-
ent timeout distributions and selection strategies influence the distribution of leadership
over time.

The experiments implement the three leader selection strategies and four timeout
distributions described in Section 3.2. Given the differences in how each distribution
shapes the spread of t; values, it is useful to examine which configurations lead to more
balanced leadership rotation. While some distributions may lead to more frequent changes
in leadership, others can cause certain nodes to be chosen repeatedly across rounds.

Since leader selection in QBFT also depends on quorum voting rather than timeout
ranking alone, the simulation (specifically in the second and third strategies) requires
each candidate to secure the approval of at least [%”] nodes in the network. If no quo-
rum is reached, the round is repeated, introducing further variability and helping pre-
vent leadership monopolization. Simulations were conducted using N = 10 nodes over
T = 200 rounds.

To ensure comparability, the mean timeout {; is fixed across all configurations. To
simulate a range of baseline network conditions, leader selection performance is evaluated
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across five follower timeout values: ¢ F= 1,10,50,500,1000 ms. This models environments
ranging from highly responsive to high-delay networks.

Additionally, to reflect different levels of network variability, the uniform, normal, and
lognormal distributions are evaluated at three standard deviation settings: o = %t Iz %t Iz
and %t - In contrast, the Weibull distribution is evaluated using a fixed shape parameter
k = 0.5, while the scale parameter A is adjusted to preserve the mean E[X] = t. Although
the standard deviation of the Weibull distribution is not explicitly set, it is determined by k
and A, resulting in a consistent variability level. Consequently, Weibull is evaluated only
once per ¢, unlike the other distributions, which are tested at multiple variability levels
(see Section 3.2).

Figure 4 visualizes the four timeout distributions used in this study on a linear x-axis
scale, each normalized to a mean timeout of ¢ f=50ms and a standard deviation of %t f-
The plot highlights differences in skewness and tail behavior, which play an important role
in how timeout values affect leader selection under each strategy.

0.25
= Normal (u= 50, 0 =12.5)
Uniform ([25, 75])
—— Lognormal (mean=50, d=12.5)
0.20 A
—_— Weibull (k= 0.5, mean=50)
fry
£ 0.15
[y
w
o
2
E
= 0.10
2
o
0.05
0.00 —
T T T T

T T T
0 20 40 60 80 100 120 140
Timeout (ms)

Figure 4. PDFs of the four timeout distributions (mean timeout ty = 50 ms and standard deviation
o= %tf = 12.5 ms) on a linear scale.

For the uniform distribution, timeout values are sampled from a range [a, b], where:

a:tf—th @)
and b=t;+20 (2)

Thus, the values are drawn from the interval [¢ f— 20, t r+ 20}, which is symmetrically
centered around the mean f¢, so the mean is given by y = # = ty. Here, o defines the
spread of the distribution, resulting in a total range of 4c.

The normal distribution distribution is centered around ¢, with y = ¢ and standard
deviation o.

For the lognormal distribution, the parameters are adjusted so that the distribution
has an expected value (i.e., the mean, denoted E[X]) equal to the desired ¢¢. The expected

value of a lognormal distribution is given by:

2

E[X] = etmT ' 3)
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Here, y1, and oy, are the mean and standard deviation of the underlying normal
distribution (i.e., the distribution of In(X)), while ¢ denotes the desired standard deviation
of the lognormal distribution.

Solving for yj, and 0y, in terms of {¢ and ¢:

2

o = . |In <1 n ‘;) 4)
f

2

¥

r1:1 5

The Weibull distribution allows variability through both the shape and scale parame-
ters. The shape parameter is fixed at k = 0.5, and only the scale parameter A is adjusted in
order to maintain a constant mean timeout £ .

To ensure that E[X] = t¢, the scale parameter is computed as:

_ b
)L_r(1+,1)

Here, I' denotes the gamma function, a generalization of the factorial function to real
and complex numbers.
The standard deviation of the Weibull distribution is given by:

wa0 = afr(1:2) < (14 )] ©

Substituting k = 0.5 yields:

t t
"2 ?
std(x) = £ -\/r(5) - [(@)P = L -vaa— 1= v ®

Thus, the standard deviation is approximately 2.236 - {7, establishing a fixed level of
variability for the Weibull distribution relative to its mean.

Table 3 summarizes the key properties and parameter settings of the timeout distribu-
tions used in the experiments. For all distributions, the mean timeout is set to ¢ r to ensure
consistency across comparisons. For the uniform, normal, and lognormal distributions, this
is achieved by varying the standard deviation ¢, while the Weibull distribution uses a shape
parameter and achieves the desired mean by solving for the appropriate scale parameter.

Table 3. Overview of the timeout distributions utilized in the study.

Distribution Expected Value Formula Parameters Used

Uniform ‘u:# a=ty—20,b=tr+20

Normal W=ty u=tpo

Lognormal E[X] = eVanr@ Hin = ln<\/t;7>, Ojn = 4/1In (1 + ‘:;)
Weibull E[X] = AF(l + %) k=05, A = T(ltfi-%)
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3.4. Leadership Uniformity Evaluation Metrics

Leader selection performance is evaluated by measuring deviation from the ideal
leadership uniformity. This uniformity is represented by 7], defined as the ideal number of
leadership opportunities per node across all trials. It is calculated as follows:

T

iy = N (9)

where:

* T is the number of successful election trials (rounds) in which exactly one leader
was elected.
e N is the total number of nodes.

For this study, the number of consensus rounds is set to T = 200, and the number of
participating nodes is N = 10. Therefore, the ideal number of leadership opportunities per
node is 71;, = 20.

To assess leader selection performance under different distributions, two key error
metrics are used: Mean Absolute Error (MAE) and Mean Squared Error (MSE).

MAE measures the average absolute deviation between the actual number of
times each node is elected as a leader and the ideal value i, representing a perfectly
uniform distribution.

1 N
MAE = — Y " |n;; — i | (10)
Ni:l

where 7; | represents the number of times node i was elected as a leader across all consen-
sus rounds.
MSE is a variation of MAE that considers the squared differences from the ideal

leader distribution:
N

MSE = ;,izl(”i,L — ) (11)
These metrics (MAE and MSE) are used to quantify leadership fairness across different
configurations. The objective is to identify which combinations of timeout distributions
and leader selection strategies produce the most uniform distribution of leadership roles
under QBFT. Overall, the three primary experimental variables are: The type of timeout
distribution, the level of variability (controlled by the standard deviation or shape parame-
ter), and the leader selection strategy. Each configuration is evaluated across five timeout
means and assessed using MAE and MSE relative to the ideal uniform rotation.

4. Results

This section presents the evaluation of leader selection performance across different
timeout distributions and variability levels. The results are presented in Tables 4, 5, and 6,
which report, respectively, the MAE and MSE across all t; values, the corresponding
average performance for each ¢ (and under Weibull’s fixed spread), and an overall per-
formance comparison across all distributions for the minimum timeout selection strategy.
Similarly, Tables 7, 8, and 9 present the same metrics for the 20% timeout selection strat-
egy, followed by Tables 10, 11, and 12 for the 30% timeout selection strategy. In the final
subsection, Table 13 presents the overall average MAE and MSE values for each timeout
selection strategy, while Table 14 compares the average performance across all strategies
and distributions, highlighting overall trends.
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Table 4. Leader selection performance using minimum timeout selection at different o and ¢ values.

t; (ms) Distribution o = %tf o= %tf o= %tf Weibull (std = 2.236 - t5)
MAE MSE MAE MSE MAE MSE MAE MSE
Uniform 4.2 25.8 2.8 10.8 4.2 27.2 - -
1 Normal 34 21.4 44 29.8 24 8.2 - -
Lognormal 3.8 18.2 4.4 24.2 5.6 39.0 - -
Weibull - - - - - - 3.0 11.0
Uniform 3.8 30.4 3.6 21.2 4.0 244 - -
10 Normal 3.0 15.8 44 33.2 34 17.6 - -
Lognormal 2.6 11.4 4.6 29.8 5.0 36.8 - -
Weibull - - - - - - 3.6 194
Uniform 3.0 13.6 44 31.0 54 34.0 - -
50 Normal 2.8 134 3.6 23.2 2.8 13.4 - -
Lognormal 1.4 4.6 3.0 11.0 3.8 24.2 - -
Weibull - - - - - - 2.8 10.4
Uniform 3.8 244 3.2 14.8 3.6 27.4 - -
500 Normal 3.6 30.2 2.8 14.0 34 154 - -
Lognormal 2.6 94 3.8 19.8 4.0 26.8 - -
Weibull - - - - - - 34 16.0
Uniform 3.8 20.6 1.6 54 42 29.2 - -
1000 Normal 44 28.6 3.8 20.4 5.2 52.0 - -
Lognormal 3.0 14.4 2.0 6.2 1.6 4.0 - -
Weibull - - - - - - 3.6 17.2
Note: For the Weibull distribution, only a single configuration is shown per ¢, as the standard deviation is
determined by the shape parameter k = 0.5 (see Section 3).
Table 5. Average MAE and MSE using minimum timeout selection at different o and { ¢ values.
Distribution o= %tf o= %tf o= %tf Weibull (std = 2.236 - t5)
Avg MAE AvgMSE AvgMAE AvgMSE AvgMAE AvgMSE AvgMAE Avg MSE
Uniform 3.7 229 3.1 16.6 4.2 28.4 - -
Normal 34 21.8 3.8 241 34 21.3 - -
Lognormal 2.6 11.6 3.5 18.2 4.0 26.1 - -
Weibull - - - - - - 3.3 14.8
Table 6. Overall performance analysis for minimum timeout selection across different distributions.
Distribution Avg MAE Avg MSE
Uniform 3.6 22.6
Normal 3.5 224
Lognormal 3.3 18.6
Weibull 3.3 14.8
Table 7. Leader selection performance using 20% shortest timeout selection at different o and
tr Values.
t; (ms) Distribution o= %tf o= %tf o= %tf Weibull (std = 2.236 - t¢)
MAE MSE MAE MSE MAE MSE MAE MSE
Uniform 2.0 6.0 44 26.6 3.6 17.0 - -
1 Normal 52 33.8 24 94 3.8 24.6 - -
Lognormal 3.2 15.6 52 344 24 8.4 - -
Weibull - - - - - - 2.2 7.8




Big Data Cogn. Comput. 2025, 9, 196 17 of 25

Table 7. Cont.

t; (ms) Distribution o= %tf o= %tf o= %tf Weibull (std =~ 2.236 - t¢)
MAE MSE MAE MSE MAE MSE MAE MSE
Uniform 44 32.8 3.8 18.4 2.8 13.2 - -
10 Normal 3.2 12.8 4.0 244 34 15.6 - -
Lognormal 3.4 224 3.0 14.4 44 27.2 - -
Weibull - - - - - - 2.0 52
Uniform 2.6 8.6 2.6 9.8 3.8 20.0 - -
50 Normal 3.0 19.4 4.0 24.6 4.0 30.6 - -
Lognormal 4.0 18.6 34 19.4 34 17.8 - -
Weibull - - - - - - 1.6 42
Uniform 2.6 10.8 3.6 19.0 2.0 5.0 - -
500 Normal 22 7.8 2.6 11.4 2.8 10.4 - -
Lognormal 4.0 22.8 4.0 27.0 3.0 13.8 - -
Weibull - - - - - - 22 7.8
Uniform 3.2 17.2 1.4 34 2.6 94 - -
1000 Normal 44 23.6 2.8 16.4 34 15.6 - -
Lognormal 3.2 17.4 2.0 9.2 24 9.8 - -
Weibull - - - - - - 24 7.8
Note: For the Weibull distribution, only a single configuration is shown per ¢ 7, as the standard deviation is
determined by the shape parameter k = 0.5 (see Section 3).
Table 8. Average MAE and MSE using 20% shortest timeout selection at different o and f; values.
Distribution o= %tf o= %tf o= %tf Weibull std = 2.236 - ¢
Avg MAE AvgMSE AvgMAE AvgMSE AvgMAE AvgMSE AvgMAE AvgMSE
Uniform 29 15.0 3.1 15.4 29 12.9 - -
Normal 3.6 19.4 3.1 17.2 34 19.3 - -
Lognormal 3.5 19.3 3.5 20.8 3.1 15.4 - -
Weibull - - - - - - 2.0 6.5
Table 9. Overall performance analysis for 20% shortest timeout selection across different distributions.
Distribution Avg MAE Avg MSE
Uniform 3.0 14.4
Normal 3.4 18.6
Lognormal 3.4 18.5
Weibull 2.0 6.5
Table 10. Leader selection performance using 30% shortest timeout selection at different ¢ and
tr values.
t; (ms) Distribution o = %tf o= %tf o= %tf Weibull (std = 2.236 - £)
MAE MSE MAE MSE MAE MSE MAE MSE
Uniform 3.2 16.8 34 15.2 4.8 30.6 - -
1 Normal 1.8 6.8 22 6.6 2.6 11.0 - -
Lognormal 4.8 36.8 2.0 7.6 22 10.2 - -
Weibull - - - - - - 1.2 2.8
Uniform 3.6 23.2 4.0 27.8 4.0 25.0 - -
10 Normal 44 23.6 34 14.0 1.8 4.8 - -
Lognormal 2.6 74 3.6 17.6 44 25.6 - -

Weibull - - - - - - 22 9.0
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Table 10. Cont.

t; (ms) Distribution o= %tf o= %tf o= %tf Weibull (std =~ 2.236 - t¢)
MAE MSE MAE MSE MAE MSE MAE MSE
Uniform 2.2 7.6 3.2 17.8 44 25.2 - -
50 Normal 2.2 8.2 4.2 25.0 24 9.0 - -
Lognormal 2.8 12.0 2.2 8.6 2.6 13.6 - -
Weibull - - - - - - 24 7.8
Uniform 24 74 2.8 12.0 3.2 154 - -
500 Normal 3.6 16.0 4.8 304 44 26.6 - -
Lognormal 3.4 20.6 2.6 9.8 2.8 11.6 - -
Weibull - - - - - - 3.2 16.4
Uniform 1.6 44 3.0 14.2 3.0 13.4 - -
1000 Normal 34 14.4 3.0 14.6 34 21.6 - -
Lognormal 3.8 19.6 4.0 26.4 4.6 25.6 - -
Weibull - - - - - - 4.2 23.8
Note: For the Weibull distribution, only a single configuration is shown per t £, as the standard deviation is
determined by the shape parameter k = 0.5 (see Section 3).
Table 11. Average MAE and MSE using 30% shortest timeout selection at different o and ¢ values.
Distribution o= %tf o= %tf o= %tf Weibull (std = 2.236 - t5)
Avg MAE AvgMSE AvgMAE AvgMSE AvgMAE AvgMSE AvgMAE Avg MSE
Uniform 2.6 11.8 3.2 17.4 3.8 219 - -
Normal 3.0 13.8 3.5 18.1 29 14.6 - -
Lognormal 34 19.2 2.8 14.0 3.3 17.3 - -
Weibull - - - - - - 2.6 12.0

Table 12. Overall performance analysis for 30% shortest timeout selection across different distributions.

Distribution Avg MAE Avg MSE
Uniform 32 17.0
Normal 3.1 15.5
Lognormal 3.2 16.8
Weibull 2.6 12.0

Table 13. Overall average MAE and MSE for each timeout selection strategy.

Timeout Selection

Strategy Avg MAE Avg MSE
Minimum Timeout 3.4 19.6
20% shortest timeouts 3.0 14.5
30% shortest timeouts 3.0 15.3

Table 14. Overall average MAE and MSE per distribution across all timeout selection strategies.

Distribution Avg MAE Avg MSE
Uniform 3.2 18.0
Normal 3.3 18.8
Lognormal 3.3 18.0
Weibull 2.7 11.1
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4.1. Case 1: Minimum Timeout Selection

In this scenario, leader selection is performed by choosing the node with the absolute
minimum timeout. This approach does not involve quorum mechanics and is driven purely
by the timeout distributions with no coordination between nodes.

Table 4 presents the results for leader selection using the minimum timeout approach
across five follower timeout values (t7) and three different standard deviations (¢). More
specifically, it compares the performance of uniform, normal, lognormal, and Weibull
distributions in terms of MAE and MSE, illustrating how each distribution performs under
varying timeout conditions and levels of variability. As described in Section 3, quorum
voting is not applied in this case, allowing a direct comparison of the effects of the different
timeout distributions without the influence of QBFT. For the Weibull distribution, only
a single configuration is included for each t¢, due to the fixed spread resulting from its
shape parameter. Its MAE and MSE values remain within a competitive range across all
timeout values. The normal distribution demonstrates moderate consistency in MAE across
midrange timeout values but shows increased variability at higher t¢. The lognormal
distribution consistently achieves the lowest MAE at higher timeout values, particularly
when ¢ is small.

Table 5 summarizes the average MAE and MSE leader selection values for the mini-
mum timeout case. For o = %t f, the lognormal distribution yields the lowest MAE (2.6)
and MSE (11.6). Ato = %t , the uniform distribution performs best with an MAE of 3.1
and an MSE of 16.6. In contrast, the highest error is observed for the uniform distribution
ato = %t r reaching an MAE of 4.2 and MSE of 28.4. The Weibull distribution, tested at a
single variability level, achieves an average MAE of 3.3 and MSE of 14.8.

Table 6 presents the overall performance comparison for the minimum timeout selec-
tion method. As shown, the lognormal and Weibull distributions exhibit the lowest errors,
with both achieving an MAE of 3.3, as well as an almost identical MSE of 18.6 and 14.8,
respectively. Although the Weibull distribution is evaluated one per t, its averaged results
across all timeout values remain highly competitive. The uniform and normal distributions
show slightly higher average errors overall. Finally, for this case, the overall average MAE
is 3.4 and the average MSE is 19.6.

4.2. Case 2: Quorum-Based Leader Selection from the Fastest 20% of Nodes

This approach selects a leader from the fastest 20% of nodes based on their timeout
values. Unlike the previous method, this strategy combines timeout information with QBFT
quorum mechanics, as nodes vote randomly among the eligible candidates and a quorum
is required to finalize the election. The results for this strategy across all distributions are
provided below.

Table 7 presents the leader selection results for the 20% shortest timeout selection strat-
egy across the five follower timeout values (5) and three different standard deviations (¢).
This case incorporates quorum-based voting, adding variability to the selection process as
nodes vote for candidates from within a pool. At t; = 50, the Weibull distribution achieves
the lowest MAE (1.6) across all configurations. The uniform distribution performs best at
tr = 1000 with o = %t Iz where it records the lowest overall MAE of 1.4. Meanwhile, the
lognormal distribution remains competitive at higher timeout values under low variability,
while the normal distribution shows relatively stable performance but does not achieve the
lowest error in any setting.

Table 8 summarizes the average MAE and MSE values for the second case. For o = %t r
the uniform distribution achieves the lowest MAE (2.9) and MSE (15.0). At both ¢ = %t ¥
and o = %t #, the uniform distribution again performs best, reaching an MAE of 3.1 and an
MSE of 15.4 in the former, and an MAE of 2.9 and an MSE of 12.9 in the latter. The Weibull
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distribution records the lowest overall error in the table, with an MAE of 2.0 and an MSE
of 6.5.

Table 9 presents the overall performance comparison for the 20% shortest timeout
selection method. The Weibull distribution records the lowest overall error, with an MAE
of 2.0 and an MSE of 6.5 under a single configuration. Among the remaining distributions,
the uniform distribution performs best, achieving an overall MAE of 3.0 and an MSE of
14.4, followed closely by the lognormal distribution with an MAE of 3.4 and an MSE of 18.5.
Finally, in this case, the overall average MAE is 3.0, and the average MSE is 14.5.

4.3. Case 3: Quorum-Based Leader Selection from the Fastest 30% of Nodes

Similarly to the previous approach, this method integrates timeout-based selection
with QBFT quorum mechanics. In this case, the leader is selected from the fastest 30% of
nodes, slightly expanding the candidate pool while still requiring quorum agreement. The
performance metrics for this strategy across distributions are shown in the table below.

Table 10 presents the leader selection results using the 30% shortest timeout selection
strategy, evaluated across five follower timeout values (¢;) and three different standard
deviations (). As with Tables 4 and 7, it compares the MAE and MSE values for uniform,
normal, lognormal, and Weibull distributions. In this case, the normal distribution performs
best at t F= 10 and ¢ = %t Iz achieving the lowest MAE of 1.8. Similarly, the Weibull
distribution reaches an MAE of 1.2 at both ¢ = land ¢t = 50, the lowest values recorded.
On the other hand, the lognormal distribution shows a higher error at higher timeout
values, particularly at { = 1000, where MAE remains above 3.8 across all levels of 0.

Table 11 summarizes the average MAE and MSE values for the final case of 30%
shortest timeouts. For o = %t , the uniform distribution records the lowest MAE (2.6) and
MSE (11.8). Ato = %t f, the lognormal distribution performs best, with an MAE of 2.8 and
an MSE of 14.0. Finally, under the o = 1t 7 setting, the Weibull distribution achieves the
lowest error overall, reaching an MAE of 2.6 and an MSE of 12.0 under its fixed spread
per tf.

Table 12 presents the overall performance comparison for the 30% shortest timeout
selection method. As shown, the normal distribution achieves the lowest error overall,
with an MAE of 3.1 and an MSE of 15.5. The uniform and lognormal distributions follow
closely, both with MAEs of 3.2 and MSEs of 17.0 and 16.8, respectively. In particular, the
Weibull distribution records the lowest absolute values in the table, with an MAE of 2.6
and an MSE of 12.0. Finally, in this case, the overall average MAE is 3.0, and the average
MSE is 15.3.

4.4. Performance Comparison Across Timeout Selection Strategies and Distributions

This subsection provides a consolidated comparison of the average performance for
each selection strategy and timeout distribution. The results highlight overall trends and
help identify the most balanced distribution in terms of leadership uniformity.

Table 13 presents the overall average MAE and MSE values for each timeout selection
strategy, providing a clear comparison of performance across the minimum timeout selec-
tion, followed by the 20% and 30% shortest timeout methods, regardless of the timeout
distribution. The second strategy performs best with an MAE of 3.0 and an MSE of 14.5.

Table 14 presents the overall average MAE and MSE values per distribution across all
three timeout selection strategies. The results show almost identical performance among
the uniform, normal, and lognormal distributions, with average MAEs around 3.3 and
MSEs between 18.0 and 18.8. However, the Weibull distribution stands out, achieving
a substantially lower average MAE of 2.7 and MSE of 11.1, highlighting its strong and
consistent performance.
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5. Discussion

This paper evaluated the concept of leadership uniformity, as introduced by
Tosif et al. [11], and its interaction with the QBFT consensus model in a timeout-based
simulation. In each consensus round, nodes were assigned random timeout values drawn
from one of four probability distributions. These timeouts modeled network variability,
capturing how nodes may respond at different speeds. Nodes with shorter timeouts were,
therefore, more likely to be selected as leader candidates.

The simulations followed three distinct scenarios. In the first, the node with the min-
imum timeout was automatically selected as the round leader. This provided a baseline
where leader selection depended solely on timeout values, without QBFI’s voting mech-
anism. Furthermore, in order to evaluate the influence of QBFT’s voting mechanism in
combination with node timeouts, two additional scenarios were considered, where candi-
dates were selected from among pools of the 20% or 30% of nodes with the shortest timeouts.
In both cases, the candidate nodes voted for themselves, while the remaining nodes cast
their votes randomly among the candidates. In order to be elected as the round leader, a
candidate had to secure both a majority vote and also meet the quorum threshold. If these
conditions were not met, the voting process was repeated until a leader was selected.

All distributions were evaluated across five different t; values, with results represent-
ing averages across these. In addition, the uniform, normal, and lognormal distributions
were evaluated under different standard deviations ( % tr, %t Iz %t f). The Weibull distribution,
by contrast, was assessed at a fixed standard deviation determined by its shape parameter
k = 0.5. Although this limited direct comparison, the averaging of results across standard
deviations preserved overall comparability.

The key finding is that the uniform distribution did not consistently promote lead-
ership uniformity. While the uniform, normal, and lognormal distributions exhibited
comparable performance with average MAEs around 3.3 and MSEs between 18.0 and
18.8, the Weibull distribution achieved a significantly lower average MAE of 2.7 and MSE
of 11.1 (Table 14). This highlights its strong performance and indicates that the Weibull
distribution, with k = 0.5, supports a fairer distribution of leadership roles compared to
the other models. The Weibull distribution’s heavy-tailed shape with k < 1 effectively
models real-world network delays, where frequent fast responses are interspersed with oc-
casional high-latency spikes. The fact that the Weibull distribution both reflects real-world
delay patterns and outperforms other models in fairness metrics underscores its practical
relevance as a model for timeout-driven leader selection in QBFT.

Further examining the results, under minimum-timeout selection, the lognormal and
Weibull distributions had the lowest MAEs (3.3), with MSEs of 18.6 and 14.8, respectively
(Table 6). However, quorum-based selection from the 20% or 30% fastest nodes led to even
lower error rates. The best overall performance was observed with the Weibull distribution
in the 20% scenario (MAE = 2.0, MSE = 6.5) (Table 9). Similarly, in the 30% selection scenario,
the Weibull distribution recorded the lowest error, with an MAE of 2.6 and an MSE of 12.0.
Meanwhile, the other distributions showed very similar outcomes, with MAEs ranging
from 3.1 to 3.2 and MSEs between 15.5 and 17.0 (Table 12).

Across all distributions, quorum-based strategies reduced error: The minimum-
timeout method yielded an overall MAE of 3.4 and an MSE of 19.6, while the 20% and 30%
shortest-timeout strategies each achieved an MAE of 3.0, with the 20% method achieving a
lower MSE (14.5), compared to 15.3 for the 30% method (Table 13). Although selecting the
node with the lowest timeout improves per-round responsiveness, it may lead to uneven
leadership distribution over time, particularly under low-variability timeout distributions
where the same nodes are more likely to be repeatedly selected by chance. In contrast, in-
corporating controlled randomness through quorum-based voting fosters a more balanced
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distribution by reducing the statistical likelihood of repeated selection of the same nodes.
These findings suggest that timeout-based quorum voting not only lowers cumulative error
rates but also supports more adaptive leader distribution in QBFT. By leveraging latency
variability, especially in scenarios with heavy-tailed delays, this approach shows promise
for enhancing fairness in timeout-driven BFT consensus schemes.

The choice of quorum size, typically set at [%’ﬂ , also played a significant role. While
lower candidate selection thresholds (20% and 30%) improved fairness and reduced error
rates, preliminary testing showed that higher thresholds (40% and 50%) led to election
deadlocks. More specifically, self-voting candidates combined with randomized voting
from the remaining nodes caused excessive vote fragmentation, making it difficult for
any candidate to reach quorum. For example, in a 10-node network, if four candidates
each voted for themselves and the remaining six cast votes randomly, quorum was rarely
achieved, leading to stalled leader elections. These simulation results highlight the im-
portance of carefully designing quorum mechanisms, particularly in smaller networks, to
maintain liveness and ensure efficient leader rotation.

Overall, the results show that leadership uniformity in timeout-based QBFT depends
on both the timeout distribution and the leader selection strategy. Furthermore, incorpo-
rating timeouts into the voting process improves fairness by promoting a more balanced
distribution of leadership over time. This highlights timeout-aware selection as a practical
alternative to static rotation, particularly in permissioned networks with heterogeneous
validator performance, and demonstrates how timeout-driven randomness can support
more adaptive QBFT designs.

This study has several limitations: First, extreme conditions such as infinitely high
timeouts (representing failures or severe latency) were not modeled. Future approaches
should explore these scenarios and evaluate their impact on consensus fairness. Second,
standard deviations for MAE and MSE were not reported, which limits statistical depth.
Additionally, the impact of varying network sizes was not examined, narrowing the gener-
alizability of results to larger systems. Only a single shape parameter k = 0.5 was analyzed
for the Weibull distribution, as it represents a moderately skewed setting that balances
early timeout responsiveness with tail stability. However, this choice limits insights into
how varying degrees of skewness might affect leader rotation under varying network
conditions. Finally, the current model independently resampled timeouts in each round,
without persistent node characteristics. Behaviors such as consistent latency patterns or
faulty nodes, which could potentially affect leader selection dynamics, were not captured.

Future work could pursue several extensions: One promising direction is to test
QBFT performance on larger and more heterogeneous blockchain networks to evaluate
scalability. Another direction is to integrate real-time latency feedback into the leader
selection logic, together with the verification process, to enable more adaptive behavior
under dynamic network conditions. It would also be valuable to compare the proposed
timeout-based mechanism with other BFT consensus algorithms using equivalent timeout
models to benchmark relative performance and fairness. Additionally, future research
could explore more sophisticated voting mechanisms, such as weighted schemes, and,
with further modifications, integrate a timeout-based voting mechanism into a real-world
QBEFT setting. For example, dynamic leader scoring or timeout-based reputation systems
could be used to reward consistently responsive nodes, while view-change logic may be
optimized using timeout-aware triggers. Another possible direction is to explore formal
asymptotic analysis, especially to understand how minimum-timeout selection behaves
under different timeout distributions. In summary, this study provides a foundation for
exploring more dynamic and equitable leader selection in permissioned BFT systems, and
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contributes design insights into timeout distributions, candidate selection thresholds, and
quorum strategies tailored to latency-sensitive environments.

6. Conclusions

This study demonstrated that leadership uniformity in QBFT can be influenced by
both timeout distributions and quorum-based voting mechanisms. The experimental setup
explored three leader selection strategies and evaluated their impact under four distinct
timeout distributions: Uniform, normal, lognormal, and Weibull.

The findings showed that the uniform distribution, while often assumed to ensure
fairness, does not necessarily produce the most balanced leader rotation. In contrast,
the Weibull distribution (with shape k = 0.5) consistently achieved lower error rates,
with an overall average MAE of 2.7 and MSE of 11.1 across scenarios. While the other
distributions were evaluated across multiple standard deviations, the Weibull distribution
was assessed only once per mean due to its fixed variance. These results suggest that under
network conditions modeled by a Weibull distribution, leader selection can be fairer and
more consistent.

The introduction of quorum-based voting, in which leaders are elected from among
nodes with the shortest timeouts, further improved fairness between rounds. Both the 20%
and 30% strategies outperformed minimum-timeout selection (MAE = 3.4, MSE = 19.6),
achieving average MAESs of 3.0. The 20% strategy yielded the lowest average MSE (14.5), fol-
lowed by the 30% strategy (15.3). In particular, when using the Weibull distribution, the 20%
selection strategy achieved the best overall performance (MAE = 2.0, MSE = 6.5), with the
30% variant also showing strong results (MAE = 2.6, MSE = 12.0). While minimum-timeout
selection improves responsiveness in individual rounds, it does not necessarily promote
long-term fairness, as it may lead to repeated selection of the same nodes under low-
variability timeout distributions. In contrast, quorum-based selection introduces controlled
randomness, which helps mitigate this effect and fosters a more balanced distribution of
leadership over time.

Overall, the results suggest that timeout-based dynamics offer a promising direc-
tion to improve fairness in BFT consensus protocols. By leveraging latency variability,
especially under heavy-tailed delay distributions, timeout-based quorum leader selection
demonstrates improved fairness in leader rotation and offers a practical path to more
equitable timeout-based BFT protocols. By modifying leader selection to incorporate both
distribution-based timeouts and structured voting, the consensus process can become more
balanced, less susceptible to selection bias, and better suited to dynamic environments.
These simulation-backed findings highlight how timeout-driven randomness, shaped by
distribution properties and quorum design, can inform the development of adaptive and
equitable QBFT variants for permissioned, latency-sensitive networks.

While the results offer meaningful insights, the study was conducted in a controlled
environment with fixed network size and a single Weibull shape parameter (k = 0.5).
Furthermore, it did not model failure scenarios or report statistical variance across trials,
limiting broader generalizability. Future research could explore a broader range of timeout
conditions, incorporate real-time latency feedback, compare performance against other BFT
algorithms, and assess scalability in larger or more heterogeneous networks.
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Abbreviations

The following abbreviations are used in this manuscript:

BFT Byzantine Fault Tolerance

BGP Byzantine Generals Problem

CAP Consistency, Availability, Partition Tolerance
DAG Directed Acyclic Graph

EVT Extreme Value Theory

HQ Hybrid Quorum

IBFT Istanbul Byzantine Fault Tolerance

IBFT 2.0 Istanbul Byzantine Fault Tolerance version 2.0
ToT Internet of Things

MAE Mean Absolute Error

MSE Mean Squared Error

P2P Peer-to-Peer

PBFT Practical Byzantine Fault Tolerance

PoA Proof-of-Authority

QBFT Quorum Byzantine Fault Tolerance
Q/U Query/Update
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